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(54) Wireless communication device adapted to prevent fraud 

(57) A wireless communication device stores in memory a record of a predetermined amount of a 
communication resource available to the user such as pre-paid call time, battery power or time before an 
expiry date . If this resource is depleted at an undesirable rate, indicating possible fraudulent use, the device is 
disabled. An undesirable rate includes the conditions where the rate is slower than normal, the resource is 
never depleted or is reset to a higher level. If the accumulated call time exceeds a preset limit then the device 
is also disabled. The device may be a cellular or cordless radiotelephone, pager, two-way radio, persona! data 
assistant or personal computer using radio or infra-red wavelength signals. A disposable radiotelephone for 
outgoing calls only is described in detail which is thrown away or recycled when the communication resource 
is used up. 
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Wireless Communication Device Adapted to Prevent Fraud 



Field of the Invention 

The present invention relates generally to wireless communication 
devices and, more particularly, to a wireless communication device adapted 
to prevent fraud. 

Background of the Invention 

A wireless communication device operates in a wireless 
communication system to provide a user of the device with portable 
communications. A wireless communication device communicates with 
the wireless communication system or other wireless commimication 
devices via electromagnetic signals, such as those in the radio frequency 
(RF) range, for example. The wireless communication device may 
communicate voice, data, or video. The format of the electromagnetic 
signal communicated between the wireless communication device and the 
wireless communication system or other devices may be either analog or 
digital. Examples of such wireless commvmication devices comprise, 
without limitation, radiotelephones, pagers, two-way radios, personal data 
assistants, and personal computers- The radiotelephones comprise cellular 
and cordless subscriber units. 

Since wireless communication devices are indeed portable, they 
operate off of portable power supplies such as batteries. The batteries have a 
predetermined power capacity available. After the predetermined power 
capacity is spent, the wireless communication device becomes inoperable. 
The battery must be recharged or replaced before the wireless 
communication device can operate again. 



Billing services for radiotelephone subscriber units include prepaid 
short term billing structures such as calling cards and debit cards and 
postpaid periodic billing structures. Cellular communication systems are 
owned and operated for profit by communications companies who typically 
5 sell use of the system based on the amotmt of time spent by the user on the 
system and the distance involved between the communicating locations. 
Users may lease or buy cellular phones in order to use them on the system. 
Typically, in order to successfully complete phone calls on the cellular 
phone system, a user has to be within a cellular coverage area, pay his 

1 0 phone bill regularly and ensme that the radiotelephone is operational. An 
advantage of a conventional radiotelephone system is that it enables users 
to share the use of the system thereby making the cost affordable. 

In a conventional cellular communication system as soon as a 
cellular radiotelephone is turned on it scans a predetermined set of 

15 frequency charmels associated with the particular cellular communication 
system that it considers as its primary service provider. It selects the 
strongest charmel from among those scanned and dwells on it. 
Conventional cellular radiotelephones are designed to make outgoing calls 
and accept incoming calls. When a cellular radiotelephone is the call 

20 initiator, the user dials the phone number desired. The information is 
conveyed to a cellular communication system switching office through a 
base station and the call is routed to its destination. When a cellular 
radiotelephone is the call recipient, the cellular commimication system 
pages it and establishes radio communications with it, if the cellular 

25 radiotelephone responds to the page. Oftentimes, when cellular 

radiotelephones are not turned on, the cellular commimication system has 
prior knowledge about the state of the cellular radiotelephone and does not 
bother to page it. The prior knowledge is obtained by a process called system 
registration. Generally, cellular radiotelephones are directed to register on 

30 the system as soon as they are turned on and have established service on the 

2 
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cellular communication system. The registration process is typically 
repeated periodically. The communications load of a cellular 
communication system is greatly determined by the registration and paging 
processes. 

A cellular radiotelephone subscriber imit has two unique numbers: 
an electronic serial number (ESN) and a mobile identification number 
(MIN). Both numbers are stored in separate memory locations in a 
microprocessor in the radiotelephone. The ESN is assigned by the 
manufacturer of the radiotelephone at the time of manufacture. The ESN 
is usually an encrypted number and cannot be changed or altered except by 
the manufacturer of the radiotelephone. If the ESN is some how altered, 
erased or otherwise damaged, either intentionally or by the cellular phone 
microprocessor acting in response to fraud attempts, the radiotelephone is 
disabled. The MIN is assigned by the radiotelephone system operator when 
the radiotelephone is activated for service. The radiotelephone system 
primarily uses the MIN to page the radiotelephone in the radiotelephone 
system so that a particular radiotelephone can receive an incoming call. 
When a radiotelephone attempts to make a caU in a radiotelephone system, 
it transmits both the ESN and MIN to the radiotelephone system. The 
radiotelephone system compares the ESN and MIN with data in the 
radiotelephone system to validate the call attempt to prevent fraudulent use 
of the radiotelephone system. 

In any given service area, more than one cellular company operates 
its own cellular system and competes with another cellular company for 
service. In addition to the ESN and MIN, each cellular telephone also has 
another set of numbers in what is commonly referred to as a number 
assignment module (NAM). These numbers include a system identification 
number (SID), priority level, etc. Cellular telephones assigned to a 
particular system share a common SID number. Competing cellular 
companies allow users from other systems to obtain service on their system 



by means of a process commonly referred to as roaming. Roaming charges 
are generally higher than charges for home system xisage. Further, when 
cellular phones attempt long distance telephone calls, they are charged 
separately for them in addition to the regular air time charges. 

While the benefits of normal cellular phone usage provide 
convenient commimications, some users of ceUular systems prefer to use 
cellular radiotelephones only in emergency or limited use situations. Such 
users do not necessarily benefit from bujdng a full-featured cellular phone 
because they must pay a monthly service fee even if the cellular phone is 
not used. 

As cellular systems expand, more and more users are subscribing to 
cellular service. Cellular systems in many places are runiung out of capacity 
and investigating ways to increase capacity. Phone companies are also 
nmning out of MINs and are having to introduce new area codes. 
Infrequent users should not be penalized by having to subscribe to long 
term normal billing service and indirectly support the infrastructure for 
features in the system that they do not use. Likewise, the infrastructure 
should not be burdened by infrequent users. 

One solution to these problems is a cellular phone that is required to 
call a pre-programmed emergency number before calling any other number. 
However, a disadvantage of cellular phones designed to work only by first 
calling an emergency number before calling a second pre-programmed 
number is that it places an undue hardship on the user's flexibility. A user 
may experience an emergency that is of a nature requiring a call to be made 
to a location other than the one pre-programmed as the second number. In 
some cases, the pre-programmed second number may not elicit a response. 
An emergency may also be of such a nature, that it does not warrant a call to 
be made to the first pre-programmed number, yet be of sufficient need to 
require that a call be placed. 



Conventional land line phones with restrictions on use, such as only 
for incoming or only for outgoing calls, are known. Cellular phones also 
exist that have limitations on use that can be programmed into the phone 
by the cellular phone operator or by the user. However, conventional 
landline phones having restrictions on use employ techniques that cannot 
be directly adopted for cellular phones because of the unique nature of 
wireless cellular telephony and because of the need to prevent fraudulent 
use. 

Therefore, cellular phones suffer from a disadvantage of having 
phones with a preponderance of unused features for a category of users 
who, for various reasons, desire only limited and sporadic access to the 
cellular phone system. 

Accordingly, there is a need for a class of cellular radiotelephones 
having a fraud prevention apparatus and method and having restricted 
operating characteristics. 

Brief Description of the Drawings 

FIG. 1 illustrates a block diagram of a wireless commimication 
system. 

FIG. 2 illustrates a block diagram of a wireless communication device 
for use in the wireless communication system of FIG. 1. 

FIG. 3 illustrates a flow chart for operating the wireless 
communication device of FIG. 2. 

FIG. 4 illustrates a graph to help explain the flow chart of FIG. 3. 

FIG. 5 illustrates a first embodiment of the flow chart of FIG. 3. 

FIG. 6 illustrates a graph to help explain the flow chart of FIG. 5. 

FIG. 7 illustrates a second embodiment of the flow chart of FIG. 3. 

FIG. 8 illustrates a third embodiment of the flow chart of FIG. 3. 



FIG. 9 illustrates a call sequence message having a generic phone 
number according to a fourth embodiment for use with the wireless 
communication device of FIG. 2, 

FIG. 10 illustrates a flow chart in accordance with a fourth 
embodiment for operating the wireless communication device of FIG. 2. 

Detailed Description of the Preferred Embodiments 

The first, second and third embodiments of the present invention, as 
described in general in FIGs. 1, 2, 3 and 4 and in detail in FIGs. 5-8, generally 
describe a disposable wireless communication device adapted to prevent 
fraud by a user. The wireless communication device is disposable in the 
sense that it is intended for a "single-use" and then be thrown away. Single- 
use for a disposable wireless commtmication device means that the 
duration of use permitted for the wireless commimication device is 
predetermined. Therefore, once the predetermined duration of use has 
been consumed, the disposable wireless commimication device becomes 
inoperable. The first, second and third embodiments of the present 
invention describe an apparatus and method which prevents a user of the 
disposable wireless communication device from fraudulently extending the 
predetermined duration of use allowed for the disposable wireless 
communication device. 

The fourth embodiment of the present invention, as described in 
general in FIGs. 1 and 2 and in detail in FIG. 9 and 10, generally describes a 
radiotelephone having a generic mobile identification number (MIN) or 
phone number. The phone number is generic in the sense that it is 
common to a phone number of at least one other radiotelephone in the 
same system. Radiotelephones having generic phone numbers can place 
outgoing calls because the system recognizes their unique electronic serial 
number (ESN) and can be easily adapted to accept the generic phone 



numbers. However, radiotelephones having generic phone numbers 
cannot receive incoming calls because the system cannot distinguish 
between various radiotelephones having the same phone number. 
Although limiting a radiotelephone to only outgoing calls restricts the 
operation of the radiotelephones, the burden of paging on the system is 
significantly reduced and no imique phone numbers are needed. Since a 
tmique phone number is substituted with a generic phone number, the 
system operation remains the same. A significant advantage of this 
arrangement is that many radiotelephones of this type can be sold in the 
system without having to assign phone numbers to them. Likewise, 
radiotelephones of this type do not increase the paging traffic in the system. 
The fourth embodiment is not necessarily dedicated for use with disposable 
radiotelephones. However, the fourth embodiment is conveniently 
adapted for use with disposable radiotelephones because many disposable 
radiotelephones can be sold in the system without consuming scarce phone 
numbers and valuable paging traffic. 

Note that the four embodiments may be used individually or in 
combination in a wireless communication device. Any combination of the 
four embodiments may be used. 

FIG. 1 is a block diagram of a communication system 100. The 
communication system of FIG. 1 generally comprises a wireless 
communication system 102 coupled to a wireline communication system 
104. The wireless commimication system 102 generally comprises a switch 
113 coupled to a pluraHty of fixed sites 107, 109 and 111, and a plurality of 
wireless communication devices 101, 103 and 105. The commimication 
system 100 provides communications between the wireline communication 
system 104 and one or more wireless communication devices 101, 103 and 
105. 

The wireless communication system 102 is preferably a 
radiotelephone system, and in particular, a cellular radiotelephone system. 



Alternatively, the wireless communication system 102 may comprise, 
without limitation, a cordless radiotelephone system, a satellite 
communication system, a paging system, a trunked radio system or a 
personal communication system (PCS). 
5 The wireless communication devices 101, 103 and 105 are preferably 

radiotelephone subscriber imits 101, 103 and 105, and in particular, cellular 
radiotelephone subscriber units. Alternatively, the wireless 
commxmication devices 101, 103 and 105 may comprise, without limitation, 
cordless radiotelephones, pagers, two-way radios, personal data assistants, 
1 0 and personal computers. In the preferred embodiment of the present 
invention, the wireless commimication devices 101, 103 and 105 are 
portable devices that operate in a wireless commimication system 102 to 
advantageously provide users of the devices 101, 103 and 105 with portable 
communications. 

15 In the preferred embodiments of the present invention, the wireless 

communication devices 101, 103 and 105 commimicate with one of the 
plurality of fixed sites 107, 109 and 111 via electromagnetic signals 121, 123 
and 125, such as those in the radio frequency (RF) range, for example. In the 
preferred embodiments, the radio frequency signals 121, 123 and 125 are 

20 radiotelephone calls transmitted and received by the radiotelephones 101, 
103 and 105. The wireless communication devices 101, 103 and 105 may 
communicate voice, data or video. The format of the electromagnetic signal 
communicated between the wireless commimication devices and the fixed 
sites 107, 109 and 111 may be either analog or digital. Alternatively, the 

25 electromagnetic signals 121, 123 and 125 may be infra-red signals, for 
example. 

In the preferred embodiments of the present invention, each wireless 
communication device 101, 103 and 105 has a unique electronic serial 
number to access the communications link which would couple the 
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wireless communication device 101^ 103 and 105 to the appropriate 
telephone line. 

In the preferred embodiments of the present invention, the fixed sites 
107, 109 and 111 are land-base stations. The wireless commimication 
5 devices 101, 103 and 105 communicate with the fixed sites 107, 109 and 111, 
which Ln turn, couple two-way commimication through a switch 113. In 
the preferred embodiments of the present invention, the fixed sites 107, 109 
and 111 provide commimications, throughout discrete radio coverage areas 
115, 117, and 119, respectively, enabling the wireless communication devices 

1 0 101, 103 and 105 to communicate with the wireless communication system 
102 over a wide geographic area. Alternatively, the fixed sites 107, 109 and 
111 may comprise satellites orbiting about the earth to communicate either 
directly with the wireless commimication devices 101, 103 and 105 or 
through other land-base stations. Cellular calls may be handed off between 

1 5 different fixed sites 107, 109 and 111 as the user moves through the discrete 
radio coverage areas 115, 117, and 119. 

In the preferred embodiments of the present invention, the switch 
113 is a telephone exchange, and in particular, a cellular telephone 
exchange. Altematively, the switch 113 may be a cordless telephone 

20 exchange such as used in PCS systems. In the preferred embodiment of the 
present invention, the switch 113 performs the operation of call placement, 
control, and interconnection with the wireline communication network 104 
as is well known in the art. 

Generally , the fixed sites 107, 109 and 111, the switch 113 and the 

25 wireline communication network 104 are individually well known in the 
art, and hence no additional description need be provided here except as 
may be necessary to facilitate the imderstanding of the present invention. 

Industry standards regulate the manner in which cellular 
radiotelephones 101, 103 and 105 work and how they interact with fixed sites 

30 107, 109 and 111 of a cellular system 100. For example, one such standard, 
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herein incorporated by reference, is EIA/TIA Interim Standard, Cellular 
System Dual-Mode Mobile Station - Base Station Compatibility Standard, IS- 
54-B, April 1992 (herein referred to as "IS-54 Standard"). The IS-54 Standard 
is published and available from Telecommunications Industry Association, 
5 Engineering Department, 2001 Pennsylvania Avenue Washington, 
D.C. 20006. 

FIG. 2 illustrates a block diagram of one of the wireless 
commimication devices 101, 103 or 105, such as 101 for example, as shown 
in the wireless communication system of FIG. 1. The wireless 

10 commumcation device 101, configured as a radiotelephone in the preferred 
embodiment, generally comprises an antenna 201, a duplexer 203, a receiver 
205, a transmitter 207, a speaker 209, a microphone 211, a frequency 
synthesizer 213, a controller 215, a power supply 255, a keypad 217, a hook 
switch 219, a silent alert generator 227, and an audible alert generator 225, a 

1 5 power monitoring unit 257, a memory unit 259, a real time clock 261 and a 
switch 263. The silent alert generator 227 may comprise a visual alert 
generator 221 or a tactile alert generator 223. Generally, the antenna 201, the 
duplexer 203, the receiver 205, the transmitter 207, the speaker 209, the 
microphone 211, the frequency synthesizer 213, the controller 215, the power 

20 supply 255, the keypad 217, the hook switch 219, the silent alert generator 

227, and the audible alert generator 225 are each individually well known in 
the art, and hence no additional description need be given except as may be 
necessary to facilitate the understanding of the present invention. 
Radiotelephones advantageously offer the flexibility of free 

25 movement afforded by radio commimications. Radiotelephones can be 

used in cars where they can be made an integral part of the car's electronic 
system or they may be small enough in size to be carried around by the user. 
In the preferred embodiments, the radiotelephone 101 is generally referred 
to as a portable radiotelephone. 
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The antenna 201 transmits and receives radio frequency (RF) signals 
via the duplexer 203. The duplexer 203, coupled to both the transmitter and 
the receiver, permits RF sigjials to be transmitted and received at the same 
time without interfering v^ith one another. To facilitate two-wray 
5 communication, the radiotelephone 101 uses both the transmitter 207 and 
the receiver 205 to form a transceiver 205, 207. Alternatively, the wireless 
commimication device 101 may also comprise only one of the transmitter 
207 or the receiver 205. A pager would comprise only the receiver 205, for 
example. 

1 0 The receiver 205 is coupled to the duplexer and is operative to receive 

a desired signal 121 to produce a received signal at line 229. The receiver 205 
includes circuitry to recover the original information signal from the signal 
transmitted from a base station. The fxmctions that are commonly 
implemented in the receiver are reference signal generation, demodulation, 

15 amplification, filtering and detecting. 

The speaker 209 is coupled to receive the received signal and 
operative to generate an acoustic signal for a user of the radiotelephone to 
hear. The microphone 211 receives an acoustic spoken by the user to 
produce an input signal at line 231. 

20 The transmitter 207 is coupled to receive the input signal at line 231 

and operative to produce a transmitted signal at line 233. The transmitter 
207 includes circuitry for conversion of information signals into electrical 
signals and further processing them into a form suitable for transmission 
over the communication channel. Such processing frequently involves 

25 functions commonly referred to as signal generation, modulation, 

amplification and filtering. Various schemes for accomplishing each of 
these tasks are available to those skilled in the art. For example, 
modulation may take the form of amplitude modulation, frequency 
modulation, phase modulation or any combination of these. 

11 
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The controller 215 is coupled to the frequency synthesizer 213, the 
receiver 205 and the transmitter 207 and operable to -communicate control 
signals via lines 239, 241 and 243, respectively- The controller 215 is 
generally a microprocessor, such as, for example, a type 68HC11 
manufactured by and available from Motorola Inc, Austin, Tx. The 
controller 215 may be integrated with the battery monitoring unit 257, the 
memory unit 259 and the real time clock 261 to form a single chip. The 
frequency synthesizer 213 is coupled to both the receiver 205 and the 
transmitter 207 and operable to provide frequency reference signals at lines 
235 and 237, respectively. 

The keypad 217 and the hook switch 219 are coupled to the controller 
215 and operable to provide input control signals via lines 245 and 247, 
respectively. The power monitoring unit 257, the memory unit 259 and the 
real time clock 261 also provide inputs to the controller 215 at lines 265, 267 
and 269. The controller 215 is coupled to the silent alert generator 227 and 
the audible alert generator 225 and operable to provide output control 
signals via lines 249 and 251, and 253, respectively. 

Generally, the memory 259 has stored therein a program 277 that 
dictates the operating characteristics of the radiotelephone 101. It also 
includes a unique and encrypted identifying number such as an electronic 
serial number (ESN) 271 and a generic mobile identification number (MIN) 
273, and an electronic expiration date 275. The memory 259 is preferably 
read only memory (ROM) which cannot be altered after it has been 
programmed. Preferably, the ESN and MIN are hard coded into ROM. 
Alternately, other types of memory, such as electrically erasable 
programmable read only memory (EEPROM), may be used as is well known 
in the art. 

The circuitry of the radiotelephone 101 also requires power from the 
power supply 255 that is portable. Many types of conventional batteries. 
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such as alkaline, nickel cadmium, lithium and nickel metal hydride, for 
example, are available to hilfill this requirement. 

A power monitoring unit 257 monitors the power capacity of the 
power supply 255 and provides a measure of the power capacity and 
consumption to the controller 215 at line 265. The power monitoring 
device may be of the type BQ2001 Energy Management Unit made by and 
available from Benchmark, CarroUton, Tx. The BQ2001 is a low power 
consiunption circuit that directly measures battery charge consumption and 
capacity. 

The switch 263 couples the power supply to all the circuitry of the 
radiotelephone 101 that need power. In particular, the switch supplies 
power to the controller 215, the transmitter 207 and the receiver 205. In the 
preferred embodiment, the switch 263 is manually operated by a user of the 
radiotelephone 101. The purpose of the switch is to minimize the power 
drain on the power supply 255 when the radiotelephone 101 is not in use. 

The real time clock 261 measures elapsed time and couples the 
amount of elapsed time to the controller at line 269. The real time clock 261 
is shown in FIG. 2 as a separate block. However, the real time clock 261 may 
also be an integral part of the controller 215. The initial time value of the 
real time clock 261 may be set by the manufacturer of the radiotelephone 101 
using the controller 215 via line 269. Alternately, the radiotelephone 101 
may be informed of the time setting of the real time clock 261 by the 
radiotelephone system 102 over a radio communication link 121. 

In the preferred embodiment, the radiotelephone 101 may be disabled 
in several ways. One way is for the program 277 stored in the memory 259 
to interrupt normal operation of the radiotelephone 101. This could result 
in the radiotelephone 101 not turning on, not communicating with the 
radiotelephone system 100, or not responding to any user initiated actions 
from the keypad 217 or hookswitch 219, for example. The display 221, if 
available, may inform the user of this inoperative condition. Another way 

13 



is for the controller 215 to destroy the ESN 271, the generic MIN 273, the 
expiration date 275, or scramble the program 277. Another way is for the 
radiotelephone system 102 to simply deny service to the radiotelephone 101. 
Other methods of rendering the radiotelephone 101 inoperative will be 
readily known to those skilled in the art. Thus, the radiotelephone may be 
either temporarily disabled or permanently disabled. 

In the context of a radiotelephone 101 that is disposable, the 
radiotelephone 101 needs to be manufactured as inexpensively as possible. 
Cost goals may be achieved by limiting the hardware to only those necessary 
functions. For example, the following hardware can be eliminated from a 
conventional radiotelephone: alerts such as the ringer 225 and the vibrator 
223, the display 221 and its associated drive circuitry, the display and keypad 
backlighting, volume adjust keys, keypad keys such as SND, RCL, STO, 
MENU, FCN, etc., an external connector, a retractable antexma, a moveable 
housing such as a flap element, a reverse polarity diode adapted for a 
removable battery, external bus interface circuits, etc. The housing of the 
radiotelephone 101 could be made of cardboard. 

The present invention envisions a radiotelephone 101 that is made 
so inexpensive that it can easily be thrown away after its useful life has 
ended. The disposable radiotelephone 101 would be sold to a customer for a 
one time charge, up front fee. The one time charge would include both the 
price of the disposable radiotelephone 101 and a service contract for a 
predetermined amount of time or usage. The prepaid service contracts can 
be offered in a variety of increments such as 100 minutes, 200 minutes, etc. 
Therefore, the customer doesn't have the inconvenience and expense of a 
monthly bill and the expense of purchasing a permanent radiotelephone 
unit. After the predetermined service contract expires, the radiotelephone 
is disposed of. 

The applications for disposable radiotelephones according to the 
present invention are many. Since there would not be a monthly service 
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charge, the phones may be kept for quite a long time for use only in the case 
of an emergency or for security. They may be located in remote places such 
as parking lots where land line phone service is not available, placed in the 
tool box or a glove box of a car, carried in a child's book bag, v^hile exercising 
5 or hiking in remote areas etc. Disposable radiotelephones v^ould make great 
gifts for friends and family. Travelers could buy a disposable radiotelephone 
instead of renting a conventional radiotelephone v^hen touring a new city. 
The disposable radiotelephones could be sold in vending machines and 
available 24 hours a day to those in need. 

1 0 Although, the present disclosure describes a radiotelephone that is 

disposable, the radiotelephone may also be recycled for use by the same user 
or by another user. For example, a user may be able to call a toll free 
number to the radiotelephone system operator to get the calling capacity of 
the radiotelephone reset by giving the operator a credit card number. The 

1 5 toll free number may need to be called before the predetermined use has 

expired in order to ensure that a phone call can be made. Alternatively, the 
radiotelephone may be designed with a margin of reserve calling capacity 
that would enable a user to make "one last call" only to the toll free number 
in order to ask the operator to reset the calling capacity of the 

20 radiotelephone. However, resetting the calling capacity is only possible if 
the calling capacity of the radiotelephone is determined by the 
radiotelephone system provider. As another example, a user may be able to 
return the radiotelephone to the manufacturer for a portion of the original 
cost of the radiotelephone after its calling capacity has been expended. The 

25 manufacturer could, in turn, discard the shell and reuse the inner circuitry. 
The recycled radiotelephone could then be resold to another customer. 

When the predetermined calling capacity is determined by circuitry 
in the radiotelephone itself a potential for fraud arises. Dishonest users 
would investigate to determine how to lengthen the predetermined 

30 amount of time that the disposable radiotelephone could make calls. A 
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potential for fraud would make service providers very uncomfortable, since 
successful fraud would cost them money. Therefore, a tradeoff becomes 
apparent. The system providers can keep total control over the usage of the 
calling capacity of a disposable telephone and not worry about users 
5 fraudulently extending the calling capacity. This can be done by 

implementing a call timer at the system level. However, the computational 
load on the system provider could become very great if the number of 
disposable telephones in the market is large. In essence the system provider 
would be required to track many disposable radiotelephones, each one of 

1 0 which would be used very little. On the other hand, if the system provider 
places the responsibility for monitoring calling capacity at the subscriber 
unit, there is a potential for fraud. One aspect of the present invention 
provides solutions to the perpetration of fraud when the responsibility for 
monitoring calling capacity is at the radiotelephone subscriber unit. 

1 5 FIG. 3 illustrates a flow chart 300 for operating the wireless 

commimication device 101 of FIG. Z The flow chart 300 generally describes 
a method for preventing fraudulent lengthening of calling capacity in the 
radiotelephone subscriber tmit 101, According to the method of FIG. 3, the 
disposable wireless communication device comprises a storage unit, 

20 commimication circuitry and a controller. The storage unit has stored 

therein a predetermined measure of a communication resource. Generally, 
the communication resource is any parameter that is expended over time, 
but is needed for the radiotelephone to operate. The communication 
circuitry is operatively coupled to the storage unit and is permitted to 

25 operate for a predetermined period of time responsive to the predetermined 
measure of the communication resource. The controller 215 is operatively 
coupled to the storage unit and the communication circuitry. 

At step 301, the flow chart starts. At step 303, the controller 215 
monitors a rate of depletion of the communication resource. At step 305, 

30 the controller determines whether the rate of depletion is desirable or 
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undesirable. If the rate of depletion is desirable, then, at step 309, the 
controller 215 permits operation of the communication circuitry, thereby 
decreasing the predetermined period of time that the communication 
circuitry is permitted to operate. If the rate of depletion is undesirable, then, 
5 at step 307, the controller 215 prevents operation of the communication 
circuitry, thereby prolonging the predetermined period of time that the 
communication circuitry is permitted to operate. Operation prevention 
techniques are discussed hereinabove with reference to FIG. 2. 

In the preferred embodiment, the controller 215 may determine that 

1 0 the commtmication resource is being depleted at the undesirable rate, at step 
305, when one of several conditions occur. One condition is when the 
communication resource is restored, thereby increasing the predetermined 
period of time that the commimication circuitry is permitted to operate. 
The restored level of the commimication resource may be reset back where 

15 it started or just higher than where it was in the past. Another condition is 
when the communication resource is maintained, thereby maintaining the 
predetermined period of time that the commimication circuitry is permitted 
to operate. If the communication resource never depletes, the 
predetermined period of time that the communication circuitry is permitted 

20 to operate would be infinite. Still another condition is when the 
communication resource is being depleted at a rate slower than a 
predetermined rate of depletion, thereby prolonging the predetermined 
period of time that the communication circuitry is permitted to operate. If 
the communication resource depleted at a slower rate than normal, the 

25 predetermined period of time that the communication circuitry is permitted 
to operate would be extended although not for ever. 

Thus, the communication resource is being depleted at the 
undesirable rate when it is determined not to be depleting properly. 
Undesirable, improper depletion is when the predetermined time period, 

30 during which the communication circuitry is permitted to operate, is not 
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decreasing like one would expect it to under normal circumstances. 
Increasing, maintaining or slowing the rate of depletion is improper and 
assumed fraudulent. When the controller 215 tracks the depletion of the 
commimication resource in the manner described in FIG. 3 fraud is detected 
and prevented. Desirable, proper depletion is when the rate of depletion is 
when the predetermined time period, during which the communication 
circuitry is permitted to operate, is gradually decreasing at an expected rate of 
depletion. A term coined for morutoring this depleting communication 
resource is called the "falling ceiling" approach to fraud prevention. 
Likewise, from a different reference point it could also be called the "rising 
floor" approach. Either way the room eventually gets smaller. In either 
case, the commimication resource must be properly depleting in order for 
the radiotelephone to remain operational. If the controller 215 detects that 
it is not properly depleting, the radiotelephone is disabled. 

In a first embodiment of the present invention, the storage unit is the 
power supply 255 and the commimication resource is power capacity of the 
power supply 255. The first embodiment will be described in more detail 
with reference to FIG. 5. In the second and third embodiments of the 
present invention, the storage unit is the memory urut 259 and the 
communication resource is time. In the second embodiment of the present 
invention, the time is a future date in time. The second embodiment will be 
described in more detail with reference to FIG. 7. In the third embodiment 
of the present invention, the time is communication time, such as talk 
time. The third embodiment will be described in more detail with reference 
to FIG. 8. 

In a first preferred embodiment of the present invention, the 
communication circuitry further comprises radiotelephone circuitry, such 
as a transceiver. Alternatively, the communication circuitry may comprise 
pager circuitry, such as a receiver. 
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FIG, 4 illustrates a graph 400 to explain the flow chart of FIG. 3. The 
graph 400 depicts the communication resource (CR), for example, power 
capacity 281, expiration date 275 or calling time 279, on the vertical axis 401 
and time on the horizontal axis 403. The vertical axis 401 shows six points, 
5 CRl - CR6, designated from a predetermined measure of the CR at CR6 to a 
substantially depleted CR at CRl. The horizontal axis 403 shows six points, 
Tl - T6, designated from time Tl wherein the radiotelephone 101 is enabled 
to T6 wherein the radiotelephone 101 is disabled. The difference between 
times T6 and Tl is a predetermined period of time 405 during which the 

10 radiotelephone 101 is permitted to operate. The slope 407 of the graph 400 
shows the CR decreasing as time increases. This is purely a matter of 
perspective and reference for the sake of discussion purposes. The slope 
could just as easily been drawn with a different perspective and reference 
with the CR increasing as time increases as shown in reference graph 409. 

1 5 By example, begin at Tl wherein the CR is at its highest level at CR6. 

Then, at T3, the CR depletes to a level of CR4. At T3, a window of tolerance 
410 is shown both above and below CR4. The window of tolerance 410 takes 
into account the effects of temperature, aging, tolerance, etc. on the parts in 
the radiotelephone 101. The window of tolerance 410 provides some 

20 cushion so that the controller 215 does not accidentally disable the 
radiotelephone circuitry. 

In this example, the normal path for CR depletion is down the slope 
407 from CR4 at T3. However, consider that a user could try to restore the 
measure of CR to a fraudulent level of CR5 at T2, thereby increasing the 

25 predetermined period of time 405 during which the radiotelephone is 

permitted to operate from T6-T3 to T6-T2. This tmauthorized increase in 
time would cause the radiotelephone system operator to provide service for 
time that was not and will never be paid for. Therefore, a move of CR from 
CR4 at T3 to CR5 at T2 is detected by the controller 215 as an undesirable rate 
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of depletion and the radiotelephone 101 is immediately disabled. Method 
for disabling are described hereinabove with reference to FIG. 2. 

Further, consider that a user could try to maintain the measure of CR 
at a fraudulent level of CR4 at T3, thereby maintaining the predetermined 
period of time 405 during v^hich the radiotelephone is permitted to operate. 
This unauthorized maintenance of time would also cause the 
radiotelephone system operator to provide service for time that was not and 
will never be paid for. The predetermined period of time 405 would remain 
constant at T6-T3. Therefore, the maintaining of the CR at CR4 at T3 is 
detected by the controller 215 as an imdesirable rate of depletion and the 
radiotelephone 101 is immediately disabled. Method for disabling are 
described hereinabove with reference to FIG. 2. 

Under normal use, the radiotelephone the CR depletes at a desirable 
rate as shown by arrow 411 from CR4 at T3 to CR2 at T5. Again, the window 
of tolerance 410 follows the level of the CR down the slope 407 to CR2 at T5. 

Further, consider that the CR depletes a slower than normal rate. A 
user could try to retard the depletion of the CR at a fraudulent rate, wherein 
instead of being at a level of CR2 at T5, the CR is at a level of CR3 at T4. 
Slowing the rate of depletion below what is normally expected by the 
controller 215 prolongs the predetermined period of time 405 during which 
the radiotelephone 101 is permitted to operate. The user would gain the 
value of the predetermined time period by a time T5-T4. This unauthorized 
prolonging of time would again cause the radiotelephone system operator 
to provide service for time that was not and will never be paid for. 
Therefore, retarding the CR to CR3 at T4 is detected as an imdesirable rate of 
depletion by the controller 215 and the radiotelephone 101 is immediately 
disabled. 

When the CR reaches CRl at T6, the CR is substantially depleted, the 
radiotelephone 101 no longer has enough of the CR to operate properly and 
the radiotelephone circuitry is disabled. Therefore, a radiotelephone 
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utilizing this aspect of the present invention, drives the communication 
resource to depletion over time. 

For added security the program 277 that runs the fraud prevention 
method, the ESN 271, MIN 273, expiration date 275, calling time 279, 
reference power capacity 283, etc, are preferably hard coded into ROM. 
Therefore, the program and its input parameters share a common chip die 
and cannot be separated. 

FIG. 5 illustrates a first embodiment of the flow chart of FIG. 3. 
Referring briefly to FIG. 2, in the first embodiment the disposable portable 
radiotelephone subscriber imit 101 comprises the power supply 255, the 
transceiver 205 and 207 and the controller 215. The power supply 255 has 
stored therein a predetermined measure of power capacity 281. Preferably, 
in the first embodiment, the power supply 255 is a battery cind the 
predetermined measure of the power capacity comprises a predetermined 
measure of voltage of the battery. The battery being used with the 
communications device is preferably non-rechargeable and an integral part 
of the enclosure of the radiotelephone. The transceiver 205 and 207 is 
operatively coupled to the power supply 255 and permitted to operate for a 
predetermined period of time 405 responsive to the predetermined measure 
of the power capacity 413. The controller 215 is operatively coupled to the 
power supply 255 and the transceiver 205 and 207. 

At step 501, the program starts. At step 503, the controller 215 
monitors a rate of depletion of the predetermined measure of the power 
capacity 281. At step 505, the controller 215 determines whether the power 
capacity 281 is being depleted at a desirable rate or an undesirable rate. In the 
first embodiment, for example, a desirable rate of depletion 411 for the 
power capacity 281 is 300 mAHr/Hr of use and an undesirable rate is less 
than 300 mAHr/Hr of use. The determination of the desirable and 
undesirable rates of depletion 411 for the power capacity 281 are determined 
by the power storage capacity of the battery and the current drain needs of 

21 



the radiotelephone for normal operation. At step 509, the controller 215 
permits operation of the transceiver 205 and 207 when the power capacity 
281 is being depleted at the desirable rate 411, thereby decreasing the 
predetermined period of time 405 that the transceiver 205 and 207 is 
5 permitted to operate. At step 507, the controller 215 prevents operation of 
the transceiver 205 and 207 when the power capacity 281 is being depleted at 
the undesirable rate, thereby prolonging the predetermined period of time 
405 that the transceiver 205 and 207 is permitted to operate. 

In the first embodiment, the controller 215 may determine that the 

10 power capacity 281 is being depleted at the undesirable rate, at step 305, when 
one of several conditions occur. One condition is when the power capacity 
281 is restored, thereby increasing the predetermined period of time that the 
transceiver 205 and 207 is permitted to operate. Another condition is when 
the power capacity 281 is maintained, thereby maintaining the 

1 5 predetermined period of time that the transceiver 205 and 207 is permitted 
to operate. Still another condition is when the power capacity 281 is being 
depleted at a rate slower than a predetermined rate of depletion, thereby 
prolonging the predetermined period of time that the transceiver 205 and 
207 is permitted to operate. 

20 Additionally, the controller 215 also prevents operation of the 

transceiver 205 and 207 when the communication resource is substantially 
depleted, thereby ending the predetermined period of time that the 
trar\sceiver 205 and 207 is permitted to operate. For example, when the 
communication resource is the power capacity 281, the power capacity 281 is 

25 substantially depleted when the power supply gets to such a low capacity 

level that the transceiver 205 and 207 no longer have enough power to nm. 

In the first embodiment, the switch 263 is operatively coupled to the 
transceiver 205 and 207, the controller 215 and the power supply 255, and 
adapted to selectively couple the power supply 255 to the transceiver 205 and 

30 207 and the controller 215. 
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For example, in the case of a disposable radiotelephone 101, a user 
only pays for a predetermined amount of usage when the disposable 
radiotelephone 101 is purchased. The predetermined amount of usage may 
depend on, for example, the predetermined power capacity 281. Consider 
for a moment that the power capacity 281 is battery capacity. For example, if 
a battery supplies 600 mA-Hrs and the disposable radiotelephone 101 has a 
current drain of 300 mA during a call, phone calls totaling 120 minutes 
could be made during the useful life of the disposable radiotelephone. 
Without the present invention, a dishonest user could, for example, 
jumper the battery contacts in order to recharge the battery, maintain the 
battery capacity at its present level or slow the rate of discharge of the battery 
capacity, or even replace the old battery with a new battery in order to 
prolong the predetermined amount of usage of the disposable 
radiotelephone. However, with the present invention, the controller 215 
detects that the rate of depletion of the battery capacity 281 is not depleting 
according to predetermined expectations, assumes fraud is being attempted 
and disables the transceiver 205 and 207. 

From a more practical point of view, when the disposable 
radiotelephone 101 is turned on, as represented by block 501, the controller 
215 within the disposable radiotelephone 101 measures a terminal battery 
voltage, as represented by block 503, The information stored in memory 259 
as parameter *K', is either representative of a voltage measured at the end 
of a previous communication event or representative of an initial battery 
voltage stored in memory 259 at time of manufacture or time of purchase, if 
the present communication attempt is the first communication attempt. As 
depicted by block 505, the controller 215 compares the parameter K' with 
the measured value of the battery voltage. If the parameter 'K' is exceeded, 
the device is disabled as shown by block 611. If parameter 'K* is not exceeded, 
the disposable radiotelephone 101 is allowed to initiate communication 
with the communications system, as shown by block 509. If communication 

23 



proceeds, the disposable radiotelephone 101 receives data from 
radiotelephone system 100 to validate the comparison of parameter *K' 
accomplished in block 505. If the operation is deemed to be valid, 
communication is allowed as shown by block 509. If the validation is not 
endorsed, the communications device is disabled as shown by block 507. 
Block 503 represents the continuous monitoring of the communications to 
determine when the communications is over. As soon as communications 
are complete, the stored parameter "K" representing the battery voltage 
existing prior to turning the disposable radiotelephone 101 off, is modified 
with a suitable offset 410 and stored as a new value parameter 'K'. The 
suitable offset accommodates variances such as temperature, parts aging and 
tolerance, etc. 

FIG. 6 illustrates a graph to explain the flow chart of FIG. 5. FIG. 6 is a 
graphical representation of typical discharge characteristics of a nickel 
cadmium (NiCad) battery, for example. The waveform is actually a plot of 
voltage, scaled in terms of volts on ordinate axis 601, versus a function of 
time plotted along abscissa axis 603. The curve 602, illustrated in FIG 6, is 
the terminal voltage of a battery that is being discharged at a fixed rate. As 
can be seen from the graph, the voltage is monatonic. The voltage of the 
battery is constantly decreasing with the rate of the decrease being 
substantially higher at the initial 605 and final 607 stages of discharge. The 
battery monitoring unit 257 monitors this curve and provides its output to 
the controller 215 at line 265. (See FIG. 2) The controller 215 expects to take 
into account the various rates of power capacity 281 changes over time in 
order to track the curve 602. The measured terminal voltage of a battery can 
be used as a suitable indicator of the residual battery capacity, particularly if 
it is compensated for the temperature and battery type variations. Other 
shapes of curves may be monitored by the controller 215 and battery 
monitoring unit 257 for other battery types, as is well known in the art. 
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FIG. 7 illustrates a second embodiment of the flow chart of FIG. 3. 
Referring briefly to FIG. 2, in the second embodiment the disposable 
portable radiotelephone subscriber imit 101 comprises the memory unit 257, 
the transceiver 205 and 207 and the controller 215. The memory unit 257 
has stored therein a predetermined measure of calling time. Calling time is 
sometimes known as talk-time, calling capacity or time spend during a 
telephone call. The transceiver 205 and 207 is operatively coupled to the 
memory imit 257 and permitted to operate for a predetermined period of 
time 405 responsive to the predetermined measure of the calling time 413. 
The controller 215 is operatively coupled to the memory unit 257 and the 
transceiver 205 and 207. 

At step 701, the program starts. At step 703, the controller 215 
monitors a rate of depletion of the predetermined measure of the calling 
time 279. At step 705, the controller 215 determines whether the calling 
time 279 is being depleted at a desirable rate or an undesirable rate. In the 
second embodiment an example of a desirable rate of depletion 411 for the 
calling time 279 is 1 min/min of use and an undesirable rate is less than 1 
min/min of use. The determination of the desirable and imdesirable rates 
of depletion 411 for the calling time 279 are determined by conventional 
measurements of the time spent in the call. At step 709, the controller 215 
permits operation of the transceiver 205 and 207 when the calling time 279 
is being depleted at the desirable rate 411, thereby decreasing the 
predetermined period of time 405 that the transceiver 205 and 207 is 
permitted to operate. At step 707, the controller 215 prevents operation of 
the transceiver 205 and 207 when the calling time 279 is being depleted at 
the undesirable rate, thereby prolonging the predetermined period of time 
405 that the transceiver 205 and 207 is permitted to operate. 

In the second embodiment, the disposable portable radiotelephone 
subscriber unit 101 further comprises a timer 261 operatively coupled to the 
transceiver 205 and 207 and adapted to determine the calling time for the 
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transceiver 205 and 207. Alternatively, the transceiver 205 and 207 may 
receive a communication signal 121 from a base station 107 indicative of the 
calling time for the transceiver 205 and 207. 

For example, in the case of a disposable radiotelephone 101, a user 
5 only pays for a predetermined amoimt of usage when the disposable 

radiotelephone 101 is purchased. The predetermined amount of usage may 
depend on, for example, the predetermined calling time 279. For example, 
the memory unit 259 can be programmed to enable a user to make 100 
minutes of calls during the useful life of the disposable radiotelephone 101. 

10 Without the present invention, a dishonest user could, for example, modify 
a memory location in the memory 259 where the calling time 279 is stored. 
However, with the present invention, the controller 215 detects that the rate 
of depletion of the calling time 279 is not depleting according to 
predetermined expectations, assumes fraud is being attempted and disables 

1 5 the transceiver 205 and 207. Also, for example, when the commimication 
resource is the calling time 279, the calling time 279 is substantially depleted 
when the measure of time provided by the real time clock 261 matches the 
calling time 279. 

From a more practical point of view, when the disposable 

20 radiotelephone 101 is turned on, as represented by step 701, the controller 
215 reads from the memory 259, as represented by block 703. The 
information read from the memory 259 is the accumulated time duration of 
use of the disposable radiotelephone 101 since the time of manufacture or 
time of purchase, for example. As depicted by step 703, the controller 215 

25 compares the accumulated time with the predetermined time limit 279 

stored in a different memory location at the time of manufacture or time of 
sale of the disposable radiotelephone 101, for example. If the calling time 
279 is exceeded, the disposable radiotelephone 101 is disabled as represented 
by step 707. If the calling time 279 is not exceeded, the disposable 

30 radiotelephone 101 is allowed to inihate communication with the 
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radiotelephone system 100, as shown by step 709. If communication 
proceeds, disposable radiotelephone 101 receives data from the 
radiotelephone system 100 to validate the comparison of time accomplished 
in step 703. If the operation is deemed to be valid, the disposable 
radiotelephone 101 is allowed to commimicate as shown by step 709. If the 
validation is not endorsed, the disposable radiotelephone 101 is not allowed 
to communicate as shown by step 707. 

FIG. 8 illustrates a third embodiment of the flow chart of FIG. 3. 
Referring briefly to FIG. 2, in the third embodiment the disposable portable 
radiotelephone subscriber unit 101 comprises the memory unit 257, the 
transceiver 205 and 207 and the controller 215. The memory imit 257 has 
stored therein a predetermined measure of a future expiration date in time 
275. A future expiration date in time 275 may otherwise be called an 
electronic date, a termination date or a predetermined time duration. The 
transceiver 205 and 207 is operatively coupled to the memory imit 257 and 
permitted to operate for a predetermined period of time 405 responsive to 
the predetermined measure of the future expiration date in time 275. The 
controller 215 is operatively coupled to the memory tmit 257 and the 
transceiver 205 and 207. 

At step 801, the program starts. At step 803, the controller 215 
monitors a rate of depletion of the predetermined measure of the future 
expiration date in time 275. At step 805, the controller 215 determines 
whether the future expiration date in time 275 is being depleted at a 
desirable rate or an undesirable rate. In the third embodiment an example 
of a desirable rate of depletion 411 for the future expiration date in time 275 
is 1 day /lapsed day and an undesirable rate is less than 1 day /lapsed day. 
The determination of the desirable and undesirable rates of depletion 411 
for the future expiration date in time 275 are determined by conventional 
measurements of calendar dates. At step 809, the controller 215 permits 
operation of the transceiver 205 and 207 when the future expiration date in 
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time 275 is being depleted at the desirable rate 411, thereby decreasing the 
predetermined period of time 405 that the transceiver 205 and 207 is 
permitted to operate. At step 807, the controller 215 prevents operation of 
the transceiver 205 and 207 v^hen the future expiration date in time 275 is 
being depleted at the undesirable rate, thereby prolonging the 
predetermined period of time 405 that the transceiver 205 and 207 is 
permitted to operate. 

For example, v^hen the communication resource is the expiration 
date 275, the expiration date 275 is substantially depleted when the time 
provided by the real time clock 261 matches the expiration date 275. 

In the third embodiment, the future expiration date in time 275 is 
determined responsive to a date when the disposable portable 
radiotelephone subscriber unit 101 is manufactured. Alternatively, the 
future expiration date in time 275 is determined wherein the future 
electronic date in time 275 is responsive to a date when the disposable 
portable radiotelephone subscriber unit is first activated. 

In the third embodiment, the disposable portable radiotelephone 
subscriber imit 101 is first activated by a provider of a communication 
system in which the disposable portable radiotelephone subscriber unit 101 
operates. Alternatively, the future expiration date in time 275 may be first 
activated by a user of the disposable portable radiotelephone subscriber unit 
101. 

In the third embodiment, the memory unit 257 further comprise an 
identification sequence unique to the disposable portable radiotelephone 
subscriber unit, wherein the future electronic date in time 275 is embedded 
within the identification sequence. Preferably, the identification sequence is 
the electronic serial number (ESN) 271. Alternatively, the identification 
sequence is a mobile identification number 275. 

FIG. 9 illustrates a call sequence message 900 having a generic phone 
number according to a fourth embodiment for use with the wireless 
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communication device of FIG. 2, When the cellular radiotelephone 101 
requests permission to make a phone call on the cellular system 100, it sends 
call sequence messages of the type depicted in FIG. 9. The call sequence 
message 900 is generally known in the art and is disclosed in the IS-54 
standard in § 2.7. The information elements shown in FIG. 9 are defined as 
follows: 



F First word indication field 

NAWC Number of additional words coming field 

T Origination/Order field 

S ESN field, set to 1 if ESN is sent. 

ER Extended protocall reverse channel bit 

SCM Station class mark 

MINI Mobile identification number, first part 

P Parity bits 

LCXZAL Local control field bits 

ORDQ Order qualifier field 

ORDER Order field 

LT Last try code 

EP Extended protocall bit 

MPCI Mobile type field 

SDCCl Supplementary digital color codes 

SDCC2 Supplementary digital color codes 

MIN2 Mobile identification number, second part 

ESN Electronic serial number 



The generic phone number is located in the conventional locations 
for MINI and MIN2. The generic phone number would be known and 
typically be assigned by the system operator. The phone number is generic 
in the sense that the phone number is common to more than one 
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radiotelephone in the same radiotelephone system. Further, the 
radiotelephones having a generic phone number would typically be used by 
different users. The generic phone number can be any collection of phone 
numbers or the same number but they are identified and reserved for use 
5 only with a particular class of phones. Thus, the phone number is common 
to at least one other portable radiotelephone subscriber unit 101 in the same 
radiotelephone system 102, but the electronic serial number is unique 
among the plurality of portable radiotelephone subscriber units in the 
radiotelephone system. Thus, the burden to assign new area codes will not 

10 be felt by the phone company. 

The system can identify a radiotelephone having a generic phone 
number when a call is placed by the radiotelephone. However, the system 
cannot page the radiotelephones having a generic phone number because 
the all the radiotelephones with the generic number would respond at the 

1 5 same time and the system would not know which phone to route the call 
to. Therefore, a radiotelephone having a generic phone number cannot 
receive an incoming phone call. 

The generic phone number of the radiotelephone (MIN 1&2) along 
with it's unique electronic serial number (ESN) are sent to the system with 

20 other necessary information for the cellular system to process the request for 
validity. However, in order to initiate this action of requesting a phone call, 
the radiotelephone must first obtain service. 

In a conventional cellular radiotelephone, the stored program 277 in 
the memory imit 259, causes the cellular radiotelephone 101 to scan a 

25 predetermined number of radio frequency channels upon turn-on and to 
obtain service on the strongest channel. It may be asked to register on the 
system by transmitting it's numbers stored in the memory 259. 

The generic phone number advantageously permits the system 
operator to release to the public a large number of radiotelephones without 

30 assigning phone numbers to each of them. Further, the radiotelephone 
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having a generic phone number does not burden the system with paging 
time, since it cannot receive an incoming calL Further, the radiotelephone 
having a generic phone number is compatible with a conventional system. 
Therefore, no system changes are needed. 
5 A radiotelephone having a generic phone number can be 

appropriately applied to a disposable radiotelephone. An operator could 
issue many disposable telephones without assigning a phone number, not 
be burdened with paging time and not change system operation. Further, 
when the fraud prevention techniques including the expiration date are 
1 0 employed within the radiotelephone, a system operator does not bear the 
computational load of having to monitor the validity of the disposable 
telephones. The essence of combining features disclosed herein is to 
provide the marketplace with millions of disposable telephones which do 
not burden the system and give system operators confidence that fraudulent 
1 5 will be prevented. 

Another advantageous feature of the radiotelephone 101 is the lack of 
standby mode of operation. Since the radiotelephone 101 is not expected to 
receive calls, battery energy is reserved for making outbound calls. 

Yet another advantage of a radiotelephone of this type is there being 
20 no need for NAM programming or system activation. Hence, phones may 
easily be delivered by mail and be usable instantly. The loading of the 
system by phones of this nature is also minimal. 

Yet another advantage of a radiotelephone described herein is that it 
in order to reduce the liability of fraud, the radiotelephone is programmed 
25 with one SID, no roaming capability, and only local use operation. 

FIG. 10 illustrates a flow chart 1000 in accordance with the fourth 
embodiment. At step 1001, the program starts when the phone is turned on. 

At step 1002, the controller 215 determines the number of times 
cumulative, that the cellular phone has been activated, including the 
30 present turn on attempt. The controller 215 checks to see if the count 
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exceeds a predetermined number, stored in memory 259. Activation 
preferably includes turning on the phone, but may alternatively include 
applying power to the circuits of the phone (via switch 263, for example). 
This feature is another fraud prevention technique. For example, a 
radiotelephone is allowed one hundred minutes of talk time. One could 
estimate that the shortest call could be 15 seconds. Therefore, four hundred 
turn ON's or power connections are allowed. 

If the count is exceeded, the cellular phone is disabled, as depicted by 
step 1003. r>isabling is described with reference to FIG. 2. If the 
predetermined number of turn on attempts have not been exceeded, the 
controller 215, activates the keypad 217, as shown in step 1004, to enable the 
user to enter a desired phone number. Note that at this time, the 
transceiver 205 and 207 remain off to conserve power. The user is then able 
to the desired phone number. 

At step 1005, if the phone number is entered within a predetermined 
duration of time, stored in memory 259, the call sequence proceeds to the 
next step 1006. If a phone number is not entered within the predetermined 
duration, the phone is turned off as shown in step 1013 to conserve power. 

At step 1006, the controller 215 checks the phone number for validity 
against a predetermined criterion stored in memory 259. For example, this 
criterion could check to see if the number belongs to a local area covered by 
the system. If the phone number is deemed valid by the controller, the 
transceiver is then turned on as shown in step 1007. If the phone number is 
considered invalid, the phone is turned off as shown in step 1013. 

At steps 1008 and 1009, the phone scans the cellular communication 
system control channels for service and obtains it in the same manner as 
conventional cellular phones. 

Once service is obtained, the phone, as depicted in step 1010, attempts 
to establish a call by sending a message sequence such as the type shown in 
FIG. 9, for example. Before a call can be established, the system requests the 
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phone to send a password to validate the call attempt. This is conveyed to 
the user by the phone as shov^n in step 1011. When the user enters a 
passv^ord, it is sent to the system for verification. 

At step 1012, if the password is deemed to be invalid, the phone is 
tumed off by step 1013. If the password is vahd, the call is established, as 
depicted by step 1014. During the call, the controller continuously monitors 
the call, as shown in step 1014, to determine if it is terminated by either the 
cellular phone user or the cellular commimication system. If the call is 
ended, the phone is tumed off as shown in step 1013. 

Thus, the present invention advantageously provides a cellular 
radiotelephone having restricted operational characteristics with fraud 
prevention techniques. The present invention further advantageously 
provides a cellular phone more easily affordable by a category of users 
interested in using the cellular commimication system on an emergency 
basis or very infrequent basis. These advantage is provided by the fraud 
prevention methods and the generic phone number. With the present 
invention the problems of long term billing, purchasing a permanent 
commimication unit and the problems associated with a conventional 
communication unit of the prior art are substantially resolved. 

While the present invention has been described with reference to 
illustrative embodiments thereof, it is not intended that the invention be 
limited to these specific embodiments. Those skilled in the art will 
recognize that variations and modifications can be made without departing 
from the spirit and scope of the invention as set forth in the appended 
claims. 

What is claimed is: 
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Claims 



1. A wireless commtinication device comprising: 

a storage imit having stored therein a predetermined measure of a 
communication resource; 

communication circuitry operatively coupled to the storage unit 
and permitted to operate for a predetermined period of time responsive to 
the predetermined measure of the communication resource; and 

a controller operatively coupled to the storage unit and the 
communication circuitry and adapted for: 

monitoring a rate of depletion of the communication 

resource; 

permitting operation of the communication circuitry when 
the communication resource is being depleted at a desirable rate; and 

preventing operation of the commimication circuitry when 
the communication resource is being depleted at an undesirable rate. 

2. A wireless communication device according to claim 1 wherein the 
communication resource is being depleted at the undesirable rate when 
the communication resource is restored above a present value, thereby 
increasing the predetermined period of time that the communication 
circuitry is permitted to operate. 

3. A wireless communication device according to claim 1 wherein the 
communication resource is being depleted at the undesirable rate when 
the communication resource is maintained at a present value, thereby 
maintaining the predetermined period of time that the communication 
circuitry is permitted to operate. 
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4. A wireless communication device according to claim 1 wherein the 
commimication resource is being depleted at the xmdesirable rate when 
the communication resource is being depleted at a rate slower than the 
desirable rate of depletion, thereby prolonging the predetermined period 
of time that the communication circuitry is permitted to operate. 

5. A wireless commimication device according to claim 1 wherein the 
commimication resource is being depleted at the undesirable rate when 
the storage unit is operatively decoupled from the communication 
circuitry. 

6. A wireless communication device according to claim 1 wherein the 
controller is further adapted for: 

cotmting the number of times the wireless communication device 

is activated to produce an accumulated coxmt; 

comparing the accumulated count to a predetermined count; and 
preventing operation of the commimication circuitry when the 

accumulated count exceeds the predetermined count, 

7. A wireless communication device according to claim 1 wherein the 
controller is further adapted for: 

preventing operation of the communication circuitry when the 
communication resource is substantially depleted, thereby ending the 
predetermined period of time that the communication circuitry is 
permitted to operate. 

8. A wireless communication device according to claim 1 wherein the 
storage unit is a power supply and the communication resource is power 
capacity. 
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9. A wireless communication device according to claim 1 wherein the 
storage unit is a memory unit and the commimication resource is time. 

5 10. A wireless communication device according to claim 9 wherein the 
time is a future date in time. 

11. A wireless communication device according to claim 9 wherein the 
time is communication time, 

10 

12. A wireless communication device according to claim 1 wherein the 
commimication circuitry comprises pager circuitry. 

13. A wireless communication device according to claim 1 wherein the 
15 communication circuitry comprises radiotelephone circuitry. 
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